CHANDIGARH

LAB MANUAL
ON
BUG & BOUNTY

307

Ul
501010

ESTABLISHMENT OF ADVANCED LABORATORY FOR CYBER SECURITY
TRAINING TO TECHNICAL TEACHERS
DEPARTMENT OF INFORMATION MANAGEMENT AND COORDINATION
SPONSORED BY MINISTRY OF ELECTRONICS AND INFORMATION
TECHNOLOGY
GOVERNMENT OF INDIA
Principal Investigator: Prof. Maitreyee Dutta
Co Investigator: Prof. Shyam Sundar Pattnaik

PREPARED BY:

Prof. Maitreyee Dutta and Ms. Purnima Mohanty (Project Assistant)

1




Table of Contents

Introduction t0 Bug & BOUNLY ......ccuveeiiiiiiieecee e 3
SECUMLY BUQ ..vviiiiiei ettt 3
What is BUg BOUNLY? .....ooeiieeecceece et 4
History of Bug BOUNLY ......cocuvieiiiiiie e 4
Graphical REPOIT ........ooiiiiee e 6
Sample of Bug Bounty XSS found in Mail.............ccccccoeviiinnnennnn, 6

Installation of Visual Studio............cccceeviieiiiiiic e 9
Installation and completion ............ccccoeevii i 12

Introduction to Wamp SEIVer ..., 13
To activate WAMP ... 22

Introduction to Xtreme Vulnerable Web Application ....................... 23




Introduction to Bug & Bounty
Security Bug

A security bug or security defect is a software bug that can be
exploited to gain unauthorized access or privileges on a computer
system. Security bugs introduce security vulnerabilities by
compromising one or more of Authentication of users and other
entities. Security bugs introduce security vulnerabilities by

compromising one or more of:

Authentication of users and other entities

Authorization of access rights and privileges

Data confidentiality

Data integrity

On September 9, 1947, a team of computer scientists and engineers
reported the world’s first computer bug. A bug is a flaw or glitch in a
system. Thomas Edison reported “bugs” in his designs as early as the
1800s, but this was the first bug identified in a computer. First case of
bug being found,” one of the team members wrote in the logbook.
The team at Harvard University in Cambridge, Massachusetts, found
that their computer, the Mark 11, was delivering consistent errors. The

first report of bug was delivered by Grace Hopper.




What is Bug Bounty?

A bug bounty program is a deal offered by many websites,
organizations and software developers by which individuals can
receive recognition and compensation for reporting bugs, especially
those pertaining to security exploits and vulnerabilities. These
programs allow the developers to discover and resolve bugs before
the general public is aware of them, preventing incidents of
widespread abuse. Bug bounty programs have been implemented by a
large number of organizations. A bug bounty program is a deal
offered by many websites, organizations and software developers by
which individuals can receive recognition and compensation for
reporting bugs, especially those pertaining to security exploits and

vulnerabilities.

History of Bug Bounty

Three years back when Ola was hacked, compromising the data of
millions of users, they created India’s first full-fledged bug bounty
program to encourage independent security researchers to help them
create a safe platform. The company now offers up to 3,00,000 INR
for security loopholes such as injections, server-side issues, client-
side issues, and other valid security vulnerabilities. Ola has seen
success with its program. Security research bloggers from Fallible say
Ola awarded them with $1000 in bounty and some electronic goodies

for reporting vulnerabilities in one of their apps. The researchers also



https://en.wikipedia.org/wiki/Software_bug
https://en.wikipedia.org/wiki/Exploit_(computer_security)
https://en.wikipedia.org/wiki/Vulnerability_(computing)

claim Ola took around 2 months to fix their reported bug. McDonalds
India (West and South) runs a bug bounty program in India for its
web and mobile apps for McDelivery. In 2017, researchers from
Fallible discovered a huge vulnerability in their app. They found it
was possible for hackers to dump the data of 2.2 million users by
exploiting a flaw. Paytm is another company running a bug bounty
program in India. Avinash Jain, an independent security researcher
found a wvulnerability in Paytm’s electricity bill payment service.
Sandeep reveals bug bounty hunting allows you to be your own boss,
and work with freedom and flexibility.From 2016, nullcon has started
a BountyCraft Track. It is a platform where the Bug Bounty Program
offering companies (Microsoft,Apple, Google) & crowdsourced
security platforms (Bugcrowd, Hackerone, NCC Group, Crowdfense)

interact directly with Bug
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Graphical Report

What types of bugs do they find?

BX55
HXSRF
Other
B info Leak
W Auth bypass
m55L
W Pishing
B XS5

Sample of Bug Bounty XSS found in Mail

+Mils E-Mail Kalender Text & Tabellen Fotos
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«—

An:
Cci/Bece

Betreff: Fwd: <img src=x onerror=prompt(1);>

Weitergeleitete Nachricht

MNils Juenemann
1. Juli 2011

Vomn:
Datum: Freitagq,
Betreff: <x»

An: Nils Juenemann

X355

Reader Web Mehr

-
€ Die Seite auf https://mail.google.com meldet:

(S5

1

[ ok

]’ Abbrechen ]

Feedback senden

———————————————

Google Mail anzeigen in: Mobil | Altere Version | Desktop

©2011 Google




The objective is to search for organizations that announce and provide
a professional and transparent ecosystem for carrying out security
testing, reporting and payments, while indemnifying the tester from
any legal or other action. Permission will be obtained from the
organization that has announced the program. At the very least, a
record of start date, end date and access times will be maintained and
may be shared with the organization if needed. Vulnerability will be
exploited only for the purpose of getting a screenshot of the extent of
penetration into the organization's infrastructure. All testing will be
non-destructive. Making changes in source code of programs running
on the organization infrastructure or in documents stored on the
systems to which access has been obtained. No data or documents
will be copied from any of the vulnerable systems on which access
has been obtained during the course of searching for bugs and
vulnerabilities. No testing will be done for “information" or
"knowledge enhancement"” purposes as this is a professional activity
and one expects to earn from the same. Payments as per the payout
norms of the organizing company will be accepted without dispute.
Any bug / vulnerability / issue that is reported under a bug bounty
program will be released in public only after it has been repaired by

the affected organization.
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Installation of Visual Studio

Step 1:- Open google website and type “Microsoft support”

microsoft support > 8 Q

Al M Books &) Images E News 2 Shopping i More Settings Teools

About 1,11.00,00,000 results (0.53 seconds)

support. microsoft. com -

Microsoft Support

Microsoft is here to help you with products including Office, Windows, Surface, and more. Find
articles, videos, training, tutorials. and more.

You visited this page on 30/12/20

Contact Us Account & billing help
Contact Microsoft Support. Find Get help for the account you use
solutions to common problems with Microsoft, incIleing info for ...
Contact Office Support Microsoft products
Contact Office Support. Find Find links to help with Microsoft
solutions to common problems . apps and services, including
Office Qutlook help & learning
Help for all Office apps. Set up Get help with Outlook for Windows.,
your Office 365 subscription the Cutlook app, Outlook.com _.

rMore results from microsoft.com »

Step 2:- After getting the page type visual studio in search

Microsoft Support - Google Chrome = [&@ ][ \l
& 3> C @ supportmicrosoftcom * O NI
$1 Apps @ Getting Started Imported From Fire.. @ (10) Cybersecurity f. New folder & BestCyber Security.. [ (2) CyberSecurity Jo.. % Skilora M Registration approv.. € Android Penetratio.
| | EVH ft . s » f
@ Microso Support Microsoft 365 Office  Windows ~ Surface  Xbox | Buy Microsoft 365 Al Microsoft ~ O
Products Devices What's new Account & billing Templates More support

Welcome to Microsoft Support

How can we help you? 2

J

Microsoft 365 Office Outlook OneDrive

C i N -




Step 3:- click on latest download

Support Microsoft 365 Office  Windows  Surface  Xbox | Buy Microsoft 365

How can we help you? -2

The latest supported Visual C++ downloads
Visual Studio 2008 reached end of support on April 10, 2018.To aid the discovery of the latest
downloads, the links are retained currently, but may be removed in the future. Download the Visual

Studio 2008 Service Pack 1 (Installer).This is the latest Visual C++ service pack for Visual Studio
2008.

The latest supported Visual C++ downloads

Visual Studio 2008 (VC++ 9.0) SP1 . Visual Studio 2008 reached end of support on April 10, 2018,
To aid the discovery of the latest downloads, the links are retained currently, but may be removed
in the future. Download the Visual Studio 2008 Service Pack 1 (Installer). This is the latest Visual
C++ service pack for Visual Studio 2008. This ...

All Microsoft +

Step 4:- download all support set up

Visual Studio 2015, 2017 and 2019

Download the Microsoft Visual C++ Redistributable for Visual Studio 2015, 2017 and 2019. The following
updates are the latest supported Visual C++ redistributable packages for Visual Studio 2015, 2017 and
2019, Included is a baseline version of the Universal C Runtime see MSDN for details.

s x86: vc_redist.x86.exe

» x84 vc_redist.x6d.exe

s ARME4: ve_redist.armbd.exe

Note Visual C++ 2015, 2017 and 2019 all share the same redistributable files.

For example, installing the Visual C++ 2019 redistributable will affect programs built with Visual C++ 2015
and 2017 zlso. However, installing the Visual C++ 2015 redistributable will not replace the newer versions of
the files installed by the Visual C++ 2017 and 2019 redistributables.

This is different from all previous Visual C++ versions, as they each had their own distinct runtime files, not
shared with other versions.

E2 Email this article
51 Print

% Subscribe RSS
Feeds

Step5:- Install the Setup
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VC_redist.xbd

Step: 6:- agreement to policy and condition

VC_redist.x86

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.28.29325

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ 2019 RUNTIME

These license terms are an agreement bebween Microsoft Corporation (or
based on where you live, one of its affiliates) and you. They apply to the

cnfhrrisra namad shrvwa Tha tarme alen annbe ta 30 MicrFrnenft canvicrac nr

s

[ ]1 agree to the license terms and conditions

11
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Installation and completion

Step 1:- Install Microsoft Visual

15 Microsoft Visual C++ 2015-2019 Redistributable (x6..| = || = || 2

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.28.29325

Setup Progress

Processing:  Microsoft Visual C++ 2019 X684 Minimum Runtirme - 14.28.29325
——

Cancel

Step 1:- Setup Successful

1 Microsoft Visual C++ 2015-2019 Redistributable (x6...| = | = || = |

Microsoft Visual C++ 2015-2019
Redistributable (x64) - 14.28.29325

Setup Successful
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Introduction to Wamp Server

Wamp Server refers to a solution stack for the Microsoft Windows
operating system, created by Romain Bourdon and consisting of the
Apache web server, Open SSL for SSL support, MySQL database and
PHP programming language. Stands for "Windows, Apache, MySQL,
and PHP." WAMP is a variation of LAMP for Windows systems and
is often installed as a software bundle (Apache, MySQL, and PHP). It
is often used for web development and internal testing but may also

be used to serve live websites.

Step 1:- Download Wamp Server

l@

< C @ google.com/search?g=wamp+se

wamp server download - Google Search - Google Chrome o & ][ = I
amp&ags=chrom 6013.7 medlie=UTF-8

B2 Apps (@ Getting Started Imported From Fire.

GO g|e wamp server download X 4 Q i @

www.wampservercom:» ... v
WampServer, la plate-forme de développement Web sous ...

Downloads. WampServer is available for free (under GPML license) in two distinct versions © 32
and 64 bits. Wampserver 2.5 is not compatible with Windows XP,

sourceforge.net s .. » WWW/HTTP » HTTP Servers v
WampServer download | SourceForge.net

Download WampServer for free. A Windows Web development environment for Apache,
MySQL, PHP databases. WampServer is a Web development platform

sourceforge.net> .. » WWW/HTTP » HTTP Servers ~
Download WampServer from SourceForge.net

WampServer is a Web development platform on Windows that allows you to create dynamic
Web applications with Apache2, PHP, MySQL and MariaDB.

Step 2:- Download Wamp From Given Site
13
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sourceforge.net» > WWWI/HTTP » HTTP Servers

WampServer download | SourceForge.net

Download Wamp Server for free. A Windows Web development environment for Apache,
MySQL, PHP databases. WampServer is a Web development platform ...
Rating: 4.2 - 143 votes - Free - Windows
WampServer 3.0.0 - WampServer 2.2 - WampServer 2.0 - WampServer 2.1
You've visited this page 3 times. Last visit: 6/1/21

sourceforge.net> . WWWIHTTP» HTTP Servers

Step 3:- click on download

{ WampServer

@ WampServer

‘ ’ A Windows Web development environment for Apache, MySQL, PHP databases
Brought to you by:

2.0.0.0.0.¢ Downloads: Last Update:

Download Get Updates

Reviews Support Tickets -

WampServer is a Web development platform on Windows that allows you to create dynamic Web applications with Apache2, PHE, MySQL and
MariaDB. WampServer automatically installs everything you need to infuitively develope Weh applications. You will be able to tune your server

14




Now it is downloaded in our system

g

Profes=sicnalRetail

wampserver3.2.3_
x4

Step 4:- click on language and ok

Select the language to use during the installation.

W

| English

Step 5:- click on | accept

License Agreement

Please read the following important informaton before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.
!

T
== \WampServer

Creator : Romain Bourdon
Maintainer /Upgrade to 2.5 : Herwve Lederc
Upgrade 2.5 to 3.0.0

: Otomatic (wampserver @otomatic.net)
http: /fforum. wampserver . comfindex. php

GMU LESSER. GEMERAL PUBLIC LICEMSE
Version 3, 29 June 2007

Copyright {C) 2007 Free Software Foundation, Inc. <htip: /ffsf.orgf>=
Ewveryone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Thie wsarcicme of Has R

nnnnn Pamarsl Duklic icemes imenroee sboe

(I accept the agreement

(@) I do not accept the agreement
wwampserver 3.2, 3 Install by Inmo Setup

Mext =




Step 6:- On Information Wizard Click On Next

) Setup - Wampserverg4 3.2.3 =

=
Information ﬁ
Please read the following important information before continuing. ‘ U '

When you are ready to continue with Setup, dick Next.

|--- Installation of Wampserver --- 2

BEFORE proceeding with the installation of Wampserver, you must ensure that certain

elements are installed on your system, otherwise Wampserver will absclutely neot run, and

in additicn, the installation will be faulty and you need to remove Wampserver BEFORE

installing the elements that were missing.

Make sure you are "up to date” in the redistributable packages WC9, VC10, VC11,

WC13, WC15 and VS16.

See - - - Visual C++ Packages below.

--- Do not install Wampserver OVER an existing wersion, follow the advice:

- Install 2 new versicn of Wampserver: httpy/forumwampservercom/read.php?2. 123606

If you install Wampserver owver an existing wersion, not only it will not work, but you risk

lesing your existing databases.

--- Install Wampserver in a folder at the root of a disk, for example C¥wamp or

wamp. Take an installation path that does not include spaces or diacritics; Therefore,

no installation in o % Program Files® or C: % Program Files (x86%

Ve must BEFORE installing, disable or close some applications:

- Close Skype or force not to use port 80

Item MNo. 04 of t

he Wampserver TROUBLESHOOTING ™

Step 7:- Select the destination click on next

L Setup - Wampserversd 3.2.3 = = s

Select Destination Location

Where should Wampservers<4 be installed? ‘ U '

| Setup will install Wampservers4 imto the following folder.

To contnue, dick Mext. If you would like to select a different folder, dick Browse.

Browse. ..

At least 273.4 MB of free disk space is required.

16




Step 8:- Select components

L)
alads

Setup - Wampservergd 3.2.3 -

Which components should be installed?

=
Select Components " "

Select the components you want to install; dear the components you do not want to install. Click Mext
when you are ready to continue.

Mote that you hawve the possibility, after this installation, to add "addons™, i.e. other versions of Apache,
PHF, MySQL and MariaDB.

{

Default installation

H

.1MB
.3 MB
.7 MB
.1MB
.9 MB
-4 MB
-4 MB
MariaDE 10.4.13 200.4 MB
MariaDE 10.3.23 317.5 MB
MarialR 10 5 4 220 T MR

Current selection requires at least 1.94 GB of disk space.

Step 9:- We can edit the name

g
alals

Setup - Wampservertd 3.2.3 -

Where should Setup place the program's shortocuts?

=
Select Start Menu Folder h
ul'"l

. Setup will create the program's shortcuts in the following Start Menu folder.
[—===]

To continue, dick Next. If you would like to select a different folder, dick Browse.

Browse. ..

17




Step 10:- Showing the installation is ready

Ready to Install
Setup is now ready to begin installing Wampservers< on your computer.

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location:
c:lwampsd

Setup type:
Default installation

Selected components:
Wampmanager
Apache 2.4.495
PHP 5.6.40
PHF 7.3.21
PHP 7.4.9
MariaDB

MariaDE 10.4.13
MySQL

MySQL 5.7.31
Applications

PhpMyAdmin 5.0.2

Adminer 4.7.7

wWampserver 3.2.3 Install by Inno Setup

Install

Step 11:- Installation process is going on

Installing
Please wait while Setup installs Wampservers4 on your computer.

Extracting files. ..
i\ Owendorparagonieyconstant_time_encodingtests'\Bases4DotSlashOrderedTest. php

Wampserver 3.2.3 Install by Inno Setup

Step 12:-Click on yes for linking to web browser

18




®

Setup - Wampservert4 3.2.3 -

Installing
Please wait while Setup installs Wampserver64 on your computer.

0

Creating INI entries...

iexplore.exe (Internet Explorer)
will be used as Browser by Wampserver.

Do you want to choose another Browser installed on your system?

Wwampserver 3.2.3 Install by Inno Setup

1 l. <« Program Files (x86) » Internet Explorer Search Internet Explarer

Organize - Mew folder £} ing|

@ MName Date modified Type

H
*% Homegroup L en-uUs ! File folder

. images 8/22/2013 GuDe PM File folder

L pris /1072018 5:42 PM File folder

| SIGMNUP / 14 4 File folder
[=7] ExtExport / JERE Application
=2 ieinstal /2272014 1: Application
22 ielowutil £22/2014 1: Application
=2 iexplore £22/2014 1: Application

18 This PC
i Desktop
Documents
& Downloads
wt Music
=] Pictures
H Videos
i, Local Disk (C2)
—w Local Disk (E:}
a Local Disk (F:}

w <
File name: | exe files (*.exe)

Step13:- Linking notepad

©)

Setup - Wampserver64 3.2.3 = =
Installing ' ‘
Please wait while Setup installs Wampservers<4 on your compuber. ‘ u '

Creating IMI entries...

notepad.exe (The Motepad)
will be used as Text Editor by Warmpserver.

Do you want to choose another text editor installed on your system?

Yes Mo

YWampserwer 3.2.3 Install by Inno Setup

19




Step 14:- Select destination location

+ o= Windows » System32 Search System32 F=]

Organize - Mew folder : - imn| (7]

-~ Date modified Type

*@ Homegroup

;) 0409 11/22/2014 7:42 AM  File folder
., AdvancedInstallers 8/22/2013 9:08 PM File folder
. ApplLocker 8/22/2013 9:08 PM File felder
J ar-SA 11/22/2014 4:48 PM  File folder
. bg-BG 11/22/2014 4:48 PM  File folder
. Bthprops 8/22/2013 %06 PM File folder
. catroot 8/22/2013 9:08 PM File folder
; Com 5/10/2018 5:42 PM File folder
. config 8/22/2013 %06 PM File folder
J es-CZ 11/22/2014 4:48 PM  File folder
, da-DK 11/22/2014 4:48 PM  File folder
, de-DE 11/22/2014 4:48 PM  File folder

M This PC
Desktop
Documents
Downloads
Music
Pictures
Videos
Local Disk {C:)
Local Disk (E:)
Local Disk (F:)

Lo 4
File name: |m vl exe files (*.exe)

Step 15:- Installation and Warning

el

Setup - Wampservergd 3.2.3 -
Installing ‘ ‘
Please wait while Setup installs Wampservers4 on your computer. ‘ u '

Installing mysqgls. 7. 31 /data directory {About 30 seconds)

Wwampserver 3.2.3 Install by Inno Seku

20




Information

Please read the following impertant information before continuing.

When you are ready to continue with Setup, didk Mext.

For some explanations on how Wampserver works

* see the file: wamp(s4)\instructions_for_use._pdf
Four utiliser correctement MariaDB et MySQL

* see the file: wamp(g4)wmariadb_mysqgl.txt

Wampserver 3.2.3 Install by Inno Setup

Step 16:- Click on finish

)

Version 2.0.0 by
Otomatic

Wampserver

3.2.3

Completing the Wampservertod Setup
Wizard

Setup has finished installing Wampservers< on your computer. The
application may be launched by selecting the installed shortouts.

Click Finish to exit Setup.

21




To activate WAMP

To activate the Wamp click on it and
run as administer

Acrobat
Reader DC

z
Ead (ol

Wampse Firefox

In Firefox write local host

@ ER Homepage X | +
<« ¢ @ © [ localhost I @,
©' 93 Email forensic tool.. 3 Offensive Security Part.. @3 How easy is itto captu... [El NPTEL:: Computer Sci.. [l MPTEL :: Computer Sci... [ NPTEL:: ComputerSci... [El NPTEL : Computer Sei.. [E NPTEL :: Computer
f. '\ Wampserver
‘ ’ Apache 2.4 - MySQL5&8 - MariaDB 10 - PHP5&7
Version 3.2.3 -64bit | english v | classic v
Server Configuration
Apache Version:  2.4.46 - Documentation
Server Software: Apache/2.4.46 (Win4) PHP/7.3.21 - Port defined for Apache: 80
PHP Version: 7.3.21 - Documentation
Loaded Extensions : = apacheZhandler ® bemath ® b2 ® calendar ® com_dotnet
* Core s ctype ® date * dom o exif
* fileinfo ® filter * gd ® gettext ® gmp
* hash ® iconv ® imap - intl s json
* Idap o libxml & mbstring ® mysgli ® mysqind
= openss| ® pcre ® PDO = pdo_mysql ® pdo_sglite
* Phar  readline ® Reflection ® session ® SimpleXML
® soap ® sockets ® SPL = sglite3 ® standard
= tokenizer o wddx ® xdebug = xml ® xmireader
= xmirpc ® xmiwriter ® xs| = Zend OPcache ® zip
= zlib
MySQL Version: 5.7.31 - Port defined for MySQL: 3306 - default DBMS - Documentation MySQL
MariaDB Version: 10.4.13 - Port defined for MariaDB: 3307 - Documentation MariaDB - 11ys0L - MariaDE
Tools Your Projects Your Aliases Your VirtualHost
#° phpinfo() o projestslyer '3 adminer "3 localhost
To fredie 2 faw one, just create  directory in
4 phpmyadmin ‘% phpmyadmin

22




Introduction to Xtreme Vulnerable
Web Application

Xtreme Vulnerable Web Application (XVVMA) is a badly coded web
application written in PHP/MySQL that helps security enthusiasts to

learn application security.

Stepl: Type XVWA download in the dialogue box

xwwa download > . (=}
A = videos &) Images =) News QP Maps : More Settings Tools
About 10,500 results (0.45 seconds)

github_com » xwvwa ~
sAn7hO/xvwa: XVWA is a badly coded web ... - GitHub

XWWA is a badly coded web application written in PHRE/MySQL that helps security enthusiasts to
leam application security. It's not advisable to host this application ...

www. vulnhub.com » entry > xtreme-vulnerable-web-ap... ~
Xtreme VYulnerable Web Application (>AOVWA)Y. 1 ~ VulnHub

Xtreme Vulnerable Web Application (XWWA): 1, made by Sanoop Thomas & Samandeep Singh
Download & walkihrough links are available.

location-href.com » xvwa-walkthrough -

Step 2: After getting XVWA in search

O Why GitHub? Team Enterprise Explore Marketplace Pricing

H s4n7h0/ xvwa @
<> Code Issues 1 Pull requests 1 Actions Projects Security Insights
B masier = | B Thanch S 0rags
% san7h0 Merge pull request #25 from bryant1410/master ' n3pfas on Sep 12, 2020 ) 57 commits
css new vulnerabilities added with some existing code fixes
fonts initial commit
img Create 1
s initial commit
setup bug fixes with php version 7
vulnerabilities Update home.php 2y
¥ LICENSE update license and miner bug fixes 5 years ago

: README.md Merge branch ‘'master' into master 4 months ago
I R

23




Step 3: Open the website Github

&l Clone &)
HTTPS GitHub CL
http=s:// /github.com/s4n7h@/ xvwa.git [il
Usze Git or checkout with SV using the web URL.
) Open with GitHub Desktop
[7] Download ZIP
Step 4: Download the ZIP file
—SEE=N g
— :: o
. = "
=2
wword2016- kbhd424 wwwwa-rmaster (1))
105 -fullfile-x6d-gl
b

Step 5: Save the folder XVWA

A=

PDF

wwWa 20130825-verl-13
0827003616-phpa

ppl1

: i .: i
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Step 6: Open XVWA-Master folder

Marme Date medified Type Size
DVWA-master 1/7/202111:30 AM  File folder
¥vwa-master 1/7/2021 8:26 PM File folder

Step 7: Search for wamp64 folder
i » | This PC | » | Local Disk (C)
A Name - Date modified Type
Intel File folder
Log File folder
i MinGW File folder
Perflogs File folder
Program Files File folder
Program Files (x36) File folder
o SwSetup File folder
k Users File folder
wamp6d File folder
‘Windows File folder
Step 8: Open wamp64 folder
» ThisPC » Local Disk (C) » wampGd
-
bin
cgibin
.
w | 3o
B
i _ changelog
-FHE i ma
Files &
Step 9: Then Open wampthemes folder
+ ThisPC » Local Disk (C:) » wampbd + waw v]
A Name ’ Date modified Type Size
wamplangues File folder
wampthemes File folder
kL =
| add_vhost PHE File K8
@ favicon lcon 98 KB
" index PHP File 21KB
| test_sockets PHP File 1KB
""" PHP File 1KE

m

25




Step 10: Run xvwa in local server

AV WA - Mtreme Vulnerable W X ‘ +

&« ¢ o 0 0 locahost/ivuz " D e § =

Q' 9.3 Email forensictool.. I Offensive Security Part., (O How easy is tto captu., mNPTEL::ComputerSci.u mNPTEL::ComputerSci..‘ mNPTEL::ComputerSm... mNPTEL::ComputerSm... mNPTEL:: Computer Sciu

Memary ‘Funminn Location
Aazsghmairy) Jindexphpd
4D4E4D‘indudi( C Jindex.php:34

Jhesderphp:13

config.php:7

Wemory ‘Functmn

lLocation

403288main}{ )

lindex.php:0

404840)include| 'CwempB4wwwoeaws headerphp' )

lindex.php:34

405152include{ 'C:wampB4wwwbeawnslconfig.php' )

Theaderphp:19

408536 _construct ()

\config.php:8

Step 11: Fill login credentials

Edit View History Bookmarks Iooks Help

4k phphiyAdmin x |+
«)S> ¢ @ © O localhost/phpmyadmin/ g - N @ @
O 9.3 Email forensic tool... ) Offensive Security Part.. 0 How easy is it to captu... B NPTEL = ComputerSci... [& NPTEL Computer Sci... [ MPTEL : Computer Sci... [l NPTEL :: Computer Sci... [l NPTEL: Computer Sci... »

php
Welcome to phpMyAdmin
Language
English v
Login @
Password:
Server Choice: MySQL v

Go
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Step 12: Here it is showing the General setting

4t localhost / MariaDB | phpMy2: X | +

< [ Q0D localhost/phpmyadmin/index.php?server=2 o N0 ® ﬁ.

O 9.3 Email forensic teol... I Offensive Secuiity Part.. @ How easyis it to captu... [ NPTEL: Computer Sci.. [i NPTEL : Computer Sci.. [El NPTEL : Computer Sci.. & NPTEL :: Computer Sci... [il NPTEL : Computer Sci..
php £ Sener: MariaDB:

oEle0)Ee | Databases = [} SQL (g Status 52 Useraccounts | &} Export [& Import o Settings L Replication & Variables
©u|%

Charsets ¥ More

Current server

MariaDB v

= Server: MariaDB (127.0.0.1 via TCP/P)

Recent Faverites o Server type: MariaDB

@ | utfdmbd_unicode _ci v
« Server connection: SSL is not being used @)

[ & New

= Server version: 10.4.13-MariaDB - mariadb.org binary distribution
il information_schema « Protacol version: 10

T o User: root@localhost
+ 1 performance_schema eara S -

[

+ ) test

o Server charset: cp1252 West European (latin1)

&’ Language @ | English v

&) Theme: | pmahomme |v

+ Apache/2.4.46 (Win&4) PHP/7.3.21

» Database client version: libmysgl - mysqind 5.0.12-dev -
20150407 - $ld: TecTceY6e675M6d7 2ebef0267i48e 167c2abb23 §

= PHP extension: mysqli @ mbstring @

o PHP version: 7.3.21

Step 13: Run SQL query/queries

<« e @ @ D locahost/phpmyadmin/server_sql.php?server=2 mn o e &
©' 9.3 Email forensic tool... D Offensive Security Part... 3 How easyis it to captu... [El NPTEL: Computer Sci... [E NPTEL: Computer Sci... [E NPTEL - Computer Sei... [El NPTEL : Computer Sci.. [El NPTEL :: Computer Sci..

PhP & 7 Sener: MariaDB:3307 £

amlen e | Databases =[] SQL (§, Status =- Useraccounts = Export [ Import 4* Settings |l Replication 4 Variables Charsets = ¥ More

Current server:
Run SQL query/queries on server “MariaDB": &

MariaDB v

Recent Favorites

[ New
ol
-L— | mysql

" ) performance_schema
- | test

information_schema

Clear | [ Format | | Get auto-saved query

[] Bind parameters @

[ Delimiter 1 [C] Show this query here again [] Retain query box [ Rollback when finished Enable foreign key checks Go

W Console
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Step 14: Click on SQL > then run query.

- Edit View History Bookmarks Tools Help

tis localhost / MariaDB | phphdyl:c X +

&« cd @ © 0 localhost/phpmyadmin/server_sql.php?server=2

O 9.3 Email forensic tool... # Offensive Security Part.. @ How easy is itto captu... [E NPTEL :: Comp

php

SElen&e | Databases L[ SQL (g, Status =7 Usera
B e

CH Server: ManaDB:3307

Current server:
Run 5QL query/queries on server “MariaDB™: &
MariaDB W

1| create datbase xvwar

Recent Favorites

Step 15: MYsql returned an Empty result

i locahost/ MariaDB | phghhy: X |4 HUNA - Hireme Vulnerable We. X | +

¢ ¢ @ 00 locathost/phprmyadmin/server_sglphplserver=2 w neg e I'i. ZG
O 9.3 Email forensic tool.. (B Offensive Secuity Part.. (@ How easy i it to captu. mNPTEL::CumputerSuu. mNPTEL:: Computer Sci mNPTEL::CDmputerSc\m mNPTEL::CumputerSuu. mNPTEL::CumputerSci.u »

php & [l Sener: Maial:3307 # =

dEenBe | Databases [ SOL (4 Status = Useraccounts =) Expot (@ Import 4° Settings | Replication & Variables = Charsets ¥ More
LA )
Curent sener:
Show query box
MariaDB v

o MySQL retumed an empty result set (1.e. zero rows). (Query took 0.0017 seconds )
Recent Favortes
G e

o New

T' i [Edit infing] | Eit ] [ Create PHP code ]

T- | mysgl

4 pemance schens ., Error: #1046 No database selected

4 fest
[

£ i
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Step 16: Run XVWA in local server

A XVWA - Ktrerne Vulnerable We X

<~ [

g -9 n @O ® &

O 9.3 Email forensic teal.. ) Offensive Security Part.. @ How easy isit to captu.. |G NPTEL : Computer Sci.. [ NPTEL :: Computer Sci... [E| NPTEL : Computer Sci.. [El NPTEL: Computer Sci.. [l NPTEL : Computer Sci.. »

Xtreme Vulnerable Web Application (XVWA)

Home
Instructions

Setup / Reset

Attacks

XVWA is a badly coded web application written in PHP/MySQL that helps security enthusiasts to learn application security. It's not
advisable to host this application online as it is designed to be “Xiremely Vulnerable”. We recommend hosting this application in
local/controlled environment and sharpening your application security ninja skills with any tools of your own choice. It's totally legal
to break or hack into this. The idea is to evangelize web application security to the community in possibly the easiest and
fundamental way. Leamn and acquire these skills for good purpose. How you use these skills and knowledge base is not our
responsibility.

SQL Injection
SQL Injection (Blind)

08 Command Injection
XVWA is designed to understand following security issues.

XPATH Injection « SQL Injection - Error Based
* SQL Injection - Blind
Formula Injection + OS Command Injection
* XPATH Injection
PHP Object Injection « Formula Injection
« PHP Object Injection
Unrestricted File Upload « Unresfricted File Upload
+ Reflected Cross Site Scripting
i P el LR e v

Step 17: Setup Settings

13/ XVWA - Xtreme Vulnerable We. X | =

< [CEH) © [ localhost/svwa/setup)action=do e n o ®

O 9.3 Email forensic tool... I Offensive Security Part.. 3 How essy isitto captu.. [ NPTEL = Computer Sci... [ NPTEL = Computer Sci... Bl NPTEL:: Computer Sci... [l NPTEL = Computer Sci.. &l NPTEL :: Computer Sci...

Xtreme Vulnerable Web Application (XVWA) - Setup

Home
Submit / Reset
Instructions

Setup / Reset

¥ Connected to database sucessfully.
V Table comments sucessfully.

+ Table products created sucessfully.
V Table users created sucessfully.

Attacks

SQL Injection

v Setup finished
SQL Injection (Blind)
03 Command Injection

KPATH Injection

Formula Injection
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Step 18: XVWA Instruction

Home

Instructions

Setup / Reset

Attacks

SQL Injection

SQL Injection (Blind)

0S Command Injection

XPATH Injection

Formula Injection

PHP Object Injection

Unrestricted File Upload

¥SS - Reflerted

o a8 - In @ ® & =

o captu.. G MPTEL: ComputerSci.. [ NPTEL: ComputerSci.. [ NPTEL: ComputerSci.. [ MPTEL = Computer Sci.. [E NPTEL :: Computer Sci..

Xtreme Vulnerable Web Application (XVWA) - Instruction

XVWA is hassle-free to setup. You can set this up on windows, linux or Mac. Following are the basic steps you should be doing on
'your Apache-PHP-MYSQL environment to get this working. Let that be WAMP, XAMP or anything you prefer to use

Copy the xvwa folder in your web directory Make sure the directory name remains xvwa itself. Make necessary changes in
xvwa/config.php for database connection. Example below:

Make following changes in PHP configuration file

file_uploads = on

allow_url_fopen = on

allow_url_include = an

Access the application on : http:/localhostixvwa/

Setup the database and table by accessing hitp //localnost/xvwaisetup/

The login details

Step 19: Fill Credentials to login.

/Instruction.php

EI e neoe &

easy lsit to captu. mNPTEL::CumputerSci.” mNPTEL » Computer S¢i.. mNPTEL::ComputerSci... mNPTEL::ComputerSci... mNPTEL » Computer Sci..

SXVUA WERROOT = '
——

Xtreme Vulnerable Web Application (XVWA) - Instruction

YVWA is hassle-free to setup. You can set this up on windows, linux or Mac. Following are the basic steps you'
your Apache-PHP-MYSQL environment to get this working. Let that be WAMP, XAMP or anything you prefer to us

Copy the xvwa folder in your web directory. Make sure the directory name remains xvwa itself. Make nec
xwalconfig. php for database connection. Example below
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